Ontario EBT Change Request 

GI 753 – CSV Security

http://www.xmlenergy.net/oeb_ebt_wg/docs/global_issues/GI 753 CSV Security CR.doc
	Requester’s Name: 

Kim Jenkins
	Distributor/Retailer Name:    

North Bay Hydro Distribution Limited
	Phone # :  

705-474-8100  ext. 310

	Date of Request:

October 15, 2003
	Affected XML Transaction Set(s): 
	E-Mail Address:

kjenkins@northbayhydro.com

	Requested Priority 

High
	Requested Implementation Date:

ASAP
	Status:

WG Approved


Brief Explanation (This will be copied into the description in the Change Control Summary Spreadsheet): 

Concerns over the Security and Reliability of CSV files delivered via: Internet email

Detail Explanation  (Exactly what change is required? To which Ontario EBT Standards? Why?): 

Many of the changes required or being considered by the OEB require LDCs and Retailers to transmit confidential customer information via: Internet email.  There is no way to ensure delivery, prove that a file was sent or to protect confidentiality.  Although CSV files are easier to implement than secure EBT transactions they expose confidential consumer information to “Hackers”.  It would be difficult to defend our position should the poor security levels of our “easy way out” adversely affect any consumer. 
For Change Control Manager Use Only:

	Date of Ontario EBT Discussion:


	Expected Implementation Date:    


	


Ontario EBT Discussion and Resolution:

The working group has agreed, effective immediately, to ensure all confidential information is sent on physical media and couriered to the respective party.  Both parties will ensure all physical media will disposed of in an appropriate manner in order to protect the privacy of customers.  Since it is the responsibility of the sender to ensure the exchange of confidential information is secure, it is at the discretion of the sender to decide how much (within reason) or little security it desires to implement.

The working group will continue to work on a “General Purpose EBT” (in GI 754) as a candidate implementation solution to issue.  The exchange of information through the HUB’s via this type of EBT will meet the security requirements to ensure the privacy of customers is maintained.

Priority Classifications

	Emergency Priority
	Implemented within 10 days or otherwise directed by Ontario EBT

	High Priority
	Changes / Enhancements implemented with 30 days. The next release, or as otherwise directed by Ontario EBT

	Low Priority
	Changes / Enhancements implemented no earlier than 90 days, Future Release, or as otherwise directed by Ontario EBT
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